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i File Edit Wiew Capture Tools Window Help

Sonde Marly

Name: Sonde-Marly Connect

.3 sonde Marly
- Address: oiwiiniepiiimiinbi

ﬁ Sonde Rennes Cesson

ﬁ- Sonde Tours Last Login: 13/05/2019 11:19:52
@ Sonde Vannes

@ Sonde-Allar Sonde Rennes Cesson

ﬁ- Sonde-Angouleme
i) sonde-Couzinet
ﬁ Sonde-Gabes

i) sonde-Limoges
@ Sonde-Monistrol

Name: Sonde-Rennes Connect
Address: Stnmtht—————
Last Login: 13/04/2019% 14:38:12

@ Sonde-Montmorency Sl
@ Sonde-Toulon-4eme Name: Sonde-Tours Connect
{) Sone Bordeaux Eysines I Address: Simimisnmim
]
&-Tﬂulﬂ-n—ﬂ]}l Last Login: 1%/04/2019 14:33:45
F] ',[_j SONDES DATACENTER.
—~
5_3"' NOEYYMZR Sonde Vannes
B POYYYLM3

MName: Sonde-Vannes Connect
Address: St ——————
Last Login: 13/04/2019% 14:39:39

Sonde-Allar

Name: Sonde-Allar Connect
Address: EEE——————————
Last Login: 18/04/2019% 08:29:38

For Help, press F1

Annexe 1 : Liste des sondes dans I’onglet « Capture Engines » sur OmniPeek.

On peut se connecter aux sondes avec un identifiant et un mot de passe en cliquant sur « Connect »

i File Edit Capture Tools ndow Help

Capture Engines
 (16) TRON D S

4 i | SONDES CRC
@ Sonde Marly

@ Sonde Rennes Cesson Name: Sonde-Gabes
i) Sonde Tours Host Name: Sonde-Gabes
: S
{40 Sonde Vannes Address
@ sonde-Allar User: root

@Snnde-angnuleme Engine T]fpe: Insight .

@Snnde—(mlzinet Version: 11.2 (build 11.2.0.18)

— Engine Local Time: 13/05/2019 14:37:5%
S Time Zone: GMT+02:00

S cond _H'“':tﬁl Uptime: 26d 02:52:11

@2 Sonde-HManistro Operating System: Ubuntu 14.04 LTS

{3 Sonde-Montmorency Memory: 16,036 MB Total Phys; 160 MB Avail Phys

@ Sonde-Toulon-4eme I CPU Type: Intel(R) Atom(TM) CPU C2558 @ 2.40GHz

& Sone Bordeaux Eysines CPU Count: 4

i3 Toulon-RIN Capture Storage: [ 588 GB Total; 344 GB Avail
4 (] SONDES DATACENTER

&) NOEYYMZR

&) POYYYLM3 Captures (6)

[ New Capture | View Captures

Files (428 files)

_J Forensics (7 capture sessions)

ﬁ Forensic Searches (0) v

For Help, press F1

Annexe 2 : Information relatives a la sonde de Marseille Gabeés
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: File Edit View Capture Tools dow Help

Engine (3 g O | X | 5 3(
4 [ ] SOMDES CRC
@ Sonde Marly
@ Sonde Rennes Cesson
& Sonde Tours
@ Sonde Vannes
2) Sonde-Allar
@ Sonde-Angouleme
@ Sonde-Couzinet
[ “Jsonde-Gabes |
@ Sonde-Limoges 4
i) Sonde-Monistrol
@ Sonde-Montmorency
@ Sonde-Toulon-deme
@ Sone Bordeaux Eysines
@ Toulon-RIN
4 1] SONDES DATACENTER
&) NOEYYMZR
&) POYYYLM3

Settings

4 3
Alarms (61) T 8-
Alarm 4 | Suspect Condition Problem Condition Created Modified ~
802,11 Retry = 1fs for 5 seconds > 1fs for 10 seconds 05/02/2009 21:28:09  05/02/2009 21:28:09

ARP Requests

Average Utilization (percent)

Charge PA RIN critique - 80%

CRC Errors

Current Utiization {%&)

DECnet Addresses Seen

Errors Total

Excessive 302. 11 management traffic
Excessive Minimum Data Rate Packets
Frame Alignment

FTP Failed Transfers

FTP Successful Transfers

FTP Transfers Initiated

ICMP Addr Mask Reg

ICMP Addr Mask Rsp

ICMP Comm Prohibited

= 1fs for 10 seconds
= 50/s for 5seconds
= 40000000/s for 60 seconds
= 2s for 1 seconds
> 60 for 5 seconds
= 1z for 1 seconds
= 2{s for 3 seconds
= 30/s for 5 seconds
= 30/s for 5seconds
> 1 for 1 seconds

= 1fs for 1 seconds
= 1fs for 5 seconds
= 1fs for 5 seconds
= 1fs for 1 seconds
= 1 for 1 seconds

= 1 for 1seconds

= 3fs for 5 seconds
> 75/s for 5 seconds

> 2fs for 5 seconds
= 75 for 5 seconds
= 10/s for 1 seconds
> 2fs for 7 seconds
= 50/s for 3 seconds
> 30/s for 10 seconds
> 3 for 1seconds

> 5fs for 1seconds
> 2fs for 5 seconds
= 2fs for 5 seconds
> 10/s for 1 seconds
> 10 for 1 seconds
= 10 for 1 seconds

15/10/2003 00:13:36
01/11/2004 23:36:51
18/04/201 03:56:43
15/10/2003 00:04:29
16/10/2003 01:47:34
15/10/2003 00:05:39
15/10/2003 00:03:40
05/02/2009 21:29:11
05/02/2009 21:36:53
02/11/2004 00:17:37
15/10/2003 00:07:02
01/11/2004 23:40: 14
01/11/2004 23:40:40
14/10/2003 23:49:37
01/11/2004 23:41:31
01/11/2004 23:43:03

15/10/2003 00:13:36
01/11/2004 23:36:51
19/04/2019 15:36:34
15/10/2003 00:04:29
16/10/2003 01:47:34
15/10/2003 00:05:39
15/10/2003 00:03:40
05/02/2009 21:59:57
05/02/2009 21:36:53
02/11/2004 00:18:24
15/10/2003 00:07:02
01/11/2004 23:40: 14
01/11/2004 23:40:40
14/10/2003 23:43:37
01/11/2004 23:41:31
01/11/2004 23:43:03

w

Annexe 3 : Liste de toutes les alarmes présentes sur la sonde de Marseille Gabes.

On peut voir celle que j’avais créer pour le systeme d’alertes par mail.

i File Edit WView Capture Tools

Window Help

. = EEEL Y EE

Packets received: 6,308,146,971
Packets filtered: 6,308,146,971

Buffer usage: 100% |

Filter state: 4= Accept all packets

Stop Capture

|?'| Erter afilter expression here (use F1for help) |[b |
Dashboards Counts (|3 e
Timeline —
Network Statistic Current ~
Applications 4 General Packets Bytes Value
Voice & Video Start Date 19/04/2019
Compass Start Time 16:30:12
Capture Duration 33d 19:22:53.0...
Packets Trigger Count a
i:;':: Trigger Wait Time 0.000000
Expert Dropped Packets 1}
Clients/Servers 4 Duplicate Packets Discarded 0
Flows 4 Network Packets Bytes Value
Applications Total Bytes 3,282,658,652,...
Voice & Video Total Packets 6,303,726,644
Calls Total Broadcast 132 8,448
Media Total Multicast 146,371 58,427,992
Statistics Average Utlization (percent) 0.913
& Summary L .
Protocols Average Utilization (bits/s) 9,128,706
Applications Current Utilization (percent) 1.299
Current Utilization (bits/s) 12,991,520 "

For Help, press F1

g eth1 |Pacl

Annexe 4 : Liste de toutes les statistiques relatives a la capture.

Pour créer une alarme il suffit de faire un clic droit sur la statistique que 1’on veut surveiller puis

sélectionner

« Make Alarm ».
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Nom du site Bande passante disponible 80% de la bande passante
(en Mbit/s) disponible (en Mbit/s)

Marly 50 40
Rennes Cesson 100 80
Tours 100 80
Vannes 30 24
Allar 100 80
Angouléme 30 24
Couzinet 50 40
Gabés 50 40
Limoges 30 24
Ministrol 20 16
Montmaorency 30 40
Toulon 50 40
Bordeaux Eysines 50 40

Annexe 5 : Tableau rassemblant toutes les sondes avec leur bande passante disponible ainsi que 80%

de la valeur de cette bande passante.

General

Adapter

202.11

Triggers

Filters

Alarms

Graphs

Statistics Output
Analysis Options
Packet File Indexing
Timestamps

Capture Options - eth1

Alarms

AT A=l

Alarm
[] s02.11Retry
[] ARP Requests
[[] Average Utilization (percent)
Charge PA RIN critique - 80%
[] CRCErrars
[] Current Utilization (%)
[] Current Utilization (bits/s)
[] DECnet Addresses Seen
[] Errors Total
[] Excessive 802,11 management traffic
[] Excessive Minimum Data Rate Packets
[] Frame Alignment
[C] FTP Failed Transfers
[] FTP Successful Transfers
[] FTP Transfers Initiated
[] ICMP Addr Mask Req
[] 1CMP Addr Mask Rsp
[] ICMP Comm Prohibited

—e e -

< m

a | Suspect Condition |~

= 1fs for 5 seconds

= 1fs for 10 second!

» 50/s for 5 second: =
= 40000000/s for &(

= 2fs for 1seconds

= 60 for 5 seconds

> 21000000/s for 1

> 1fs for 1seconds

= 2fs for 3 seconds

= 30/s for 5 second:

= 30/s for 5 second:

= 1 for 1seconds

= 1fs for 1seconds

= 1fs for 5 seconds

= 1fs for 5 seconds

= 1fs for 1 seconds

= 1 for 1seconds

> 1for 1seconds

>

| 0K | | Cancel | | Help |

Annexe 6 : Onglet « Alarms » dans les options de captures qui permet d’activer une ou plusieurs

alarmes.

On voit une seule alarme active pour cette capture.
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Events: 14,764 | B€ 3 ||@| 14,750 |@|o |4 9|0 Search P
Date Time Ewent ~
05/06,/2019 09:57:11 Capture "Capture OTC Marly™ options changed, Comment: "Capture sonde Marly™

05/06,/2019 09:57:16 Capture "Capture OTC Marly™ started

05/06/2019 09:57:16 Capture "Capture OTC Marly™ started

05/06/2019 09:57:16 Capture "Capture OTC Marly™ started

12082019 08:46:05 Reset Alarm Event: Charge PA RIN critigue - 80%

12f08/2019 09:059:04 Capture "Capture OTC Marly” stopped

12f08/2019 09:05:05 Capture "Capture OTC Marly™ options changed, Comment: "Capture sonde Marly™

12f08/2019 09:05: 10 Capture "Capture OTC Marly™ stopped

12f06/2019 09:05:11 Capture "Capture OTC Marly™ options changed, Comment: "Capture sonde Marly™

12062019 0%:05:20 Capture "Capture OTC Marly™ stopped

12f06/2019 09:05:25 Capture "Capture OTC Marly™ options changed, Comment: "Capture sonde Marly™

1206 2019 09:05:27 Capture "Capture OTC Marly™ started

12/06/2019 09:09:27 Capture "Capture OTC Marly™ started

12f06/2019 16:10:46 Problem Event: Charge PA RIN critigue - 80% (>40000000 for 60 seconds)

12/06/2019 16:15:59 Resolve Event: Charge PA RIN critique - 80%: (<40000000 for 60 seconds)

12/06/2019 19:11:33 Problem Event: Charge PA RIM critique - 80%: (>40000000 for 60 seconds)

12082019 19:15:37 Resolve Event: Charge PA RIN critique - 80% (<40000000 for 60 seconds)

13f08/2019 08:11:13 Reset Alarm Event: Charge PA RIN critique - 80%

13f08/2019 08:11:13 Capture "Capture OTC Marly™ stopped

13f08/2019 08:11:13 Capture "Capture OTC Marly™ options changed, Comment: "Capture sonde Marly™

13/06/2019 08:12:23 Capture "Capture OTC Marly™ stopped

13/06/2019 08:12:31 Capture "Capture OTC Marly™ options changed, Comment: "Capture sonde Marly™

13f06/2019 03:12:34 Capture "Capture OTC Marly™ started

13f06/2019 08:19:58 Reset Alarm Event: Charge PA RIN critique - 80%

13f06/2019 08:20:02 Capture "Capture OTC Marly™ stopped

13f06/2019 08:20:08 Capture "Capture OTC Marly™ options changed, Comment: "Capture sonde Marly™ D
13/0642049 072009 Cantyre "Cantyre OTC Marly® started

Peoocooeoscreroeeeeeeeeeeed

Annexe 7 : Onglet « Event » permettant de répertorier tous les Event d’une sonde (Exemple prit sur
la sonde de Marly).
On peut voir qu’une alarme s’est activé deux fois et s’est résolue grace au pictogramme jaune.

Settings

Notifications

@ @ AN @ Action
M M M ™ Lo
| [wi [[]  Seui dutilisation 80% est dépassé
Annexe 8 : Onglet « Notification » permettant de gérer les actions présentes sur une sonde.
On peut voir le bouton « Insert » entouré en rouge permettant de créer une nouvelle action, on voit

aussi que les deux cases a gauche qu’il faut cocher.
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4 capture Engines x | [»
Engines (17) (% & J | X | . 3 ¢ Home | Captures - Forensics | Files | ForensicScarches | Events | Adapters | Settings | Admin |
4 1] SONDES CRC %Tﬂs Call Quality = | 12 Hours (2 Min. Avg.) | ] @ Forensic Search - @ ﬁ hs

— T -
B Sonde Marly Data start time: 13/06/2019 02:13:46.1 | €0k LEUZZHon (AORSS)  pemet Adapter: ethi
~ Sonde R [ B . .
<] ennes Cesson Data end time: 14/06/2019 16118:37.8 ) o Chn ) iienctBro adeast DOO Mbits/s Owner: root
[sondetours | Duration: 1d 07:04:51.078666 | pacpet Sizes 7,485,253 Time window: 12 Hours
@ Sonde Vannes Status: Active VLAM/MPLS F30 Sample interval: 2 Min. Avg.
- sonde-Allar Protocols (Mbits/s)
- ~ Top TalkergProtocols [Packets/s) ~ Top Applications by Bytes
a2 Sonde-Angouleme Applications (Mbits/s) RTP = 38.9%
@Snmle-(mlzinet ABB4:56:6F.80:1 Applications (Packets/s UDP ¥
B -Lu:AB:35: RTCP
&2 Sonde-Gabes Alcatel-LL:AB:3STO Call vs. Netwark Utilization s
2 Sonde-Limoges Wireless Packets (Packets/s
L ! 0 10 20 30 |\wireless Retries f;ackets‘,sl 0 10 20 30 40 50 80 70 80 90 100

@ Sonde-Monistrol
@ Sonde-Montmorency

@ Sonde-Nantes Tanneurs 30

— i

i3 Sonde-Toulon-4eme - ||||

& Sone Bordeaux Eysines . il ry l||||||_. . | ;

{2 Toulon-RIN 6% T “ i '||||||!'..!' l"'m. I!!- I'||||'| IIIII||| il o
4 "] SONDES DATACENTER 20 i A

3 il (TP I———

& NOEVYMZR o L

2 POYYYLM3 14082019 05:13:46  14/06/201907:13:45  14/06/2019 09:13:46  14/06/2019 11:13:46  14/06/2018 13:113:46  14/06/2019 15:13:45

Good Fair Poor M Bad B Unknown
m >

< |

Annexe 9 : Onglet « Forensics » permettant d’observer I’évolution du MOS en temps réel.
On observe plusieurs petits pics rouges sur le haut du graphique car on ne peut pas garantir que 100%

les appels vont bien se passer.

0 Heme | Captures | Forensics | Files | ForensicSearches | Bvents | Adapters | Seftings | Admin | 0
Capture Tours Call Quality ;J-1 Hour (10 Sec. Avg.) ;JJ 3 Forensic Search - @ ﬁ -

Drata start time: 13/06/2019 09:13:46.790952 Media: Ethernet Adapter: ethi @ Forensic Search (Ctrl=Alt=Q)
Data end time: 14/06/2019 16:20:16.439691 Link speed: 1,000 Mbits/s Owner: root Search packet data stored on the
Duration: 1d 07:06:29.643739 Packets: 147634259 Time window: 1 Hou enginep
Status: Active Packets dropped: 3733 Sample interval: 10 SeC oy
~ Top Talkers by Physical Addre - Top Applications by Bytes
RTP = 932%
48:64:56:6F:30:01 [ 51.0% =P H
(B
Alcatel-Lu:46:35:70 - [ 49.0% é
RTCP
0 10 20 30 40 50 60 7O 80 90 100 0 10 20 30 40 50 &0 TO B0 90 100

Selection: 14/06/2019 09:06:16 - 14/06/2019 09:1%:06 Duration: 00:12:50 Packets: 222 M
I
. g
I UL

14/06/2019 08:23:46  14/06/2019 08:33:46  14/06/2019 08:43:46  14/06/201908:53:46 14/06/2019 09:03:46  14/06/2019 09:13:46
Good Fair Poar M Bad M Unknown

< [m] >
Annexe 10 : Sélection d’une zone du graphique pour lancer une « recherche forensic »

La sélection sur le graphique se fait simplement avec la souris et permet de faire une recherche sur un

espace de temps précis.
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